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1 Prot-On

1.1 What is Prot-On?

Prot-On is a free application with which you can protect your documents, photos, videos, audios or e-mails and
decide who accesses them, when and for what purpose.

Protect your files and share them with whoever you want as you usually do (by email, Dropbox, Box, Google
Drive, on a USB, etc), if you ever regret having shared them you can remotely remove permissions, wherever
the files are.

1.2 How does Prot-On work?
Prot-On is very easy to use:

o First, protect your document (from then on only your user will be able to read, print, edit, etc, that file).

¢ Once protected you can go to your permissions manager and decide who, when and for what purpose
can access this document.

e That protected document can be sent by email, uploading it to the cloud, on a USB, as you normally do.

With Prot-On you will ensure that someone who is not a Prot-On user, or a user you have not given permission
to, will never be able to access that document. You can give and remove permissions whenever you want,
wherever each copy of the document is.

2  Start using Prot-On: protect a file

2.1 How to protect documents from PC?
There are two ways to protect a document:

¢ If you have Prot-On installed on your computer: Download at https://proton.prot-on.com/download.do

Right-click on the document and select Prot-On > "Protect file".

] a |
' L [wh -
,} ~ S
(7|
] Abrir con Adobe Acrobat Reader DC
e

Docu Abrir zcontrasefias
Imprimir
Abrir con >
® Prot-On > Proteger
Compartir con > Proteger como ‘

Restaurar versiones anteriores

Confidential
© 2024 CGl Inc. 3


https://proton.prot-on.com/download.do

e If you use Prot-On Drag'n Drop, online via a browser (only for PDFs, images, .docx, .xIsx), .pptx):
https://dnd.prot-on.com/

You just have to access the website and select or drag the document you want to protect into the window.

Prot-On Drag & Drop permite ver archivos protegidos y proteger tus archivos sin
necesidad de instalarte la aplicacion Prot-On

Arrastra y suelta aqui el archivo que quieras proteger
y 4 queq P g 44 Arrastrar tu archivo

0 el archivo protegido que quieras ver

&8 Traerlo de la nube

(' Desde una URL

0 seleccionalo aqui I Escribir tu texto

From the moment the document is protected, only your user can read it, print it, edit it, etc... until you give
permissions to other users.

2.2 How can |l open and view PDFs protected with Prot-On?

If you have protected a PDF or have been sent a protected PDF and want to open it, you can do it in several
ways (you will be able to read it as long as you have the owner's permission):

If you have Prot-On installed on your PC:

* Right-click on the document and select "Open with Prot-On".

Abrir con Adobe Acrobat Reader DC W — |
4 Abir — £
| Imprimir
‘IDocur; Abrir con > | B8 Adobe Acrobat Reader
@ Prot-On > @ Prot-On
-
Compartir con > Elegir otra aplicacion
Restaurar versiones anteriores
Enwviar a b

7rant

If you want to view the document in your browser:

» Open this Drag'n Drop page and once logged in, drag or select the protected document in the

window.
Prot-On Drag & Drop permite ver archivos protegidos y proteger tus archivos sin
necesidad de instalarte la aplicacion Prot-On
Arrastra y suelta aqui el archivo € quieras proteger
o el archivo protegido que quieras ver

&8 Tracrio de la nube

C},'Desde una URL

I Escribir tu texto
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2.3 How dol give permissions to my protected files?

Once you have protected documents, in your Prot-On permissions panel you will see a list with the names of
all your protected documents (this is just a list to assign permissions, your protected documents are on your
device). By clicking on each one you can give and remove permissions to the Prot-On user you want.

In the "search user" box, add your contacts by username or email. If someone is not yet a Prot-On user, add their

email address here and you can invite them to become a Prot-On user.

Listado de tus i prot:
0JO! Solo esun listado para poder

Decide con gue permisos por
se protegeran tus ivos.
Por defecto, solo i tienes permisos.

Puedes saber la
actividad de cada

archivo: quién, cuando y

Opciones avanzadas como:

| Marcas de agua, uso offiine, validez

Archivos P}otegidos

Protegido por
Laura Pena
18/11/2014 a las 13.06:49

Notas del documento:

gestionar los permisos de cada documento, para qué accedio. del documento
no es el documento fisico. .
1 p Z ‘f D Actividad  Avanzado  Importar  Ocular
: . | — — = -t
Revisa tus pelmls?s por defecto \Fﬁ Libro1.proton.pdf ‘@ 10;‘ l“? l .

Gestiona tus permisos por
grupos para agilizar. Por
ejemplo: RRHH, Marketing,

1 Mostrar ocultos o Disgﬁo.“
|
Afiade aqui los usuarios o grupos a “
| los que das permisos. También para =
Q A invitar a usuarios a registrarse. Bl Mis grupos v
Busqueda Avanzada v = o
N 2 = & &) 0
¥ | Historial.docx Tipo de permiso Lectura Impresion  Edicion  Copia  Gestion
Protegido el 21/11/2014 a las 12:42:46 Mo Yodon s P (P
x X Gestionar permisos »
‘r j B LauraProton
= Libro1.proton.pdf
Protegido el 18/11/2014 a las 13:06:49 72\ " a
2 2 i @ Circulo de Confianza v
¥ X Gestionar permisos » A\

Cualquier usuario Prot-On

usuariol@gmail.com
X [@ 7

Anadido el 18/11/2014 a las 13:46:18 Por LauraProton L3

o
‘LL_’] Cybercamp_Proyectos_Formular...

Protegido el 14/11/2014 a las 8:58:44
X X Gestionar permisos »

Da o quita el tipo de
permiso que quieras a cada
usuario de Prot-On.

24 How can | send protected documents?

You can share the documents as you normally do (by email, Dropbox, Google Drive, OwnCloud, Box, USB...).

Send Documents

usuano@gmail. com, info@midominio.com

Send Documents

KuppingerColeReport.proton. pdi (3,698K) ®
January2015.proton.xisx (51K) ®
El: cet«o -
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! Organizar ~ Incluir en biblioteca v Compartir con v Grabar S92,
| ownCloud

| ¥ Favoritos — p— m
8 Descargas ‘ ‘ ‘
5, Sitios recientes #
B Escritorio =
' L. ownCloud 0 o ;
1 Radars 2 Night Book.proton
SN Sensors.proton Vision.proton
4 Bibliotecas
<] Documentos = - c— o—
- o T ]
= Imédgenes = .=
m im
d\ Mdasica - -
on o
Videos - o
Controlcampafia  Documentoconp  Documentoconp
s ermisol ermisoleG.proto

In addition, you can also share them through the cloud service directly with Prot-On's "share" option; it will
automatically associate Prot-On and your account in Dropbox, Google Drive, Box, etc, and will provide you
with a link that you can send to your recipients. This sent link will take the recipients to a new browser window
where they will only have to register and will be able to read the protected document (if they have permissions

to do so).
@ File protected options
Service.proton.vb
k .
Share link / Send file
@ %y Dropbox ) & Google Drive
")« Owncloud ©) = Box
Upload the file and share the link
@ | prenaws/1/LTtUGWG/ e Q > o
3
Prot-Z)n
Protect what you share
El archivo al que deseas acceder esta protegido con Prot-On
Para poder verlo puedes
Abrir online
Sino tienes la aplicacion Prot-On descargatela
aqui
www.prot-on.com
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2.5 What are the differences between Free, SMB and Corporate
service?

At Prot-On we offer a Free Service for individual users who want to protect and control the files they share.
They will be able to protect documents and give reading and printing permissions. They will also be able to
access protected documents (if they have permissions).

In addition, in the Corporate and Small Business Service, for companies concerned about possible information
leaks, an administrator will have control of all the company's documentation. In a single click you can remove
permissions to a user who leaves the company and you can have detailed reports of the use of your files, export
reports, integrations through LDAP, etc.

Particulares
FREE CORPORATE

Proteger archivos. (] [v]

Acceder 3 archivos protegidos (i

<]

er actividad de cada documento (i

<

Proteger y Gestionar Carpetas 't -

Limitar dispositivas de uso (i -

Edita PDF protegidos (Plugin Foxit en Windows) ' -

Aplica tiempo de validez a los documentos i =

Permitir accesos sin conexidn a Internet & -

e o & & & O

Afiadir marcas de agua -

Gestion de documentos y usuarios deniro de tu
organizacion

Crear grupos especificos de trabajo (RR.HH
Contabilidad .. )

Informes de cada movimiento por usuario,
documento . (Exportar CSV)

I
L]

Usao de ARPI-REST (i -
Proteccion de Documentos Autocad -

Integracion con LDAP/Directorio Activo - -
SaaS u On Premises - -
Integracion con SharePoint o Drupal - =
Federacion de Identidad (Piblicos o Privados) (i - -

Recuperacion de Claves [ - -

e 0 o & & O O O

Gestion Multidominios (i - -
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2.6 How to protect an email?

With Prot-On you can also protect texts, e.g. from an e-mail (watch video):

e Go to Drag'n Drop and click on "Write your text".
* Type the text you want to protect in the window and click the "Protect" button.
(0]

¢ Click on the Prot-On icon in the notification area of your computer.

» Select "Protect text": a window will appear where you can type or paste the text you want to protect.
Enter a name to help you manage its permissions from the panel.

Your text can only be read by people who have your permission.

- [+ ] (] [} .- ¥ - More ¥ 1of
Important text Inbox  x =
Laura Prot-On 15:50 (0 minutes ago) - v
tome '~

-- Protected with Prot-On. http://prot-on.com/go . -- [Prot-On%25.05.2016-15.49.51.txt9%60%2468485%1%4%1™1%
MzkzODNIOGVkYjZhZDgOMQ==%wfwmP2r2wfjgQ0Q4KS+PX2fXDoTT+CLmXpeSy+hzbNNdudXRI+dwpHzzUHGQSA3AEEjN+
4g384YpyuPw5jS1kj8YDFVFV3VydiwYtcP42PgIFN2K7yuFmVn3JOXSWLNMQGsxITKsKNsHy8txadKCl7ZqVS)izfHeDLKnp2dpXETBr/
yj8gzf7UbkMpIB3q2tMtLbmM1YTVtn25tuSX3T4BcIX0aymYjRNGSOAhKdFsglpqSICpPx2G02f8j11hfZrgkuZ+
iTHgHDOPMPRZItAKESXBPIkx4XR3C6B2kUytz7VWmv6372fkWA4YgHhH/Y9yihDEysTPbjC3vHNRAPaQgBSPRGE
MPQGYUEfjpYcHrI70mIFtNLISZN4opLILaXf/S4iGpso8+LvGs7LAjviyrdljcvalznHY 712/GPPBNnjROZqO0BXKXcguF XBKrgMI™Prot-On]

If you use Outlook, you can protect your emails more easily with the Prot-On add-on for MS-Office Outlook (watch
video).

The email addresses to which you send protected emails will have read permission automatically added to both
the text of the email and its attachments. And if the recipient is not yet a Prot-On user, he/she will receive an
invitation to register.

B8 0+ ¢ W Documentos - Mensaje (HTML) 7T ®m - 0

MENSAJE INSERTAR OPCIONES FORMATO DE TEXTO REVISAR

S X Calibri(Cuerpo) <11 < A A 2/3) o5 ) Adjuntar archivo > Seguimiento + q ® ® @
N K S = & 45 ! V@ > Adjuntar elemento = 1 Importancia alta
Pegar o =L Libreta de Comprobar Zoom  Protegertexto Proteger todo & Proteger
- * 7 - A X ¢ ditecciones  nombres | LA Firma~ ¥ Importancia baja seleccronado texto del correo adjuntos
Portapapeles & Texto bisico o Nombres Inchuir Etiquetas % Zoom Prot-On

Para plodomine com

cC
Ermviar

cCo..

Asunto Documentos
Adpnto
-- Protected with Prot-On. http://prot-on.com/go . -- [Prot-On%25.05.2016-16.45.24.txt %07 2468575% 1%4% 1~ 1%ZmEXN|Y2ZNDhhZWFmNTM12Q==%
hzddwTTs68gP 7LqwtuQasfghYgaVd 1VvkFP2/kQOJKXO1STH/HVBNZNZhYXG +LSdfi8GxkInH3I7TLmaAInCOCbxuPyX+ SRG5LxjQbCOCIUVIWINTIZUbG 8gEGEPbsiO0
fEGDtxpw/BEG/DQZZoryiGEOKXY3rCwL+ WQq1Hgdx KUJEAIEn1gj XugyAlixUaCuXHpywpOaR6ZBCTSIOPe AKNMIfXTIX4fpcaF SWGIgBYWSNG cBIYwmrZwGlybmggTH
BYSZS5ctdvtSqQrCosSQ/)+1KZ4gdLVb8a s vixH1/QVI766W/9TU04y854I8hiTIfRZONSYOESG UYNVKVVD/UIBRAGIsfdzouPIRNDBYLH)aJpNAFDIXQYOWZKGNXBjhnxEWzZ
L+KCVHOF434t33r14MMCEDOEITMAZAVGV +2VNe WO UJOZRETOGHDSVC 7C/RS 2t 768 2k L dle SEV3/wuOZD/ 2HXAXD+PAIXpMQzRGAe UKOf CUDSAYTSADYIBHe y + Bt
on]|
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2.7 Can | know the activity of a protected file?

In the Activity icon of a file you can access the record of operations (opening, printing, editing, etc.) that all
users have performed on any protected copy of the file. None of these users will know that you are viewing this
activity.

This option is very good to know who viewed your documents, which user has read, printed or edited them, on
what date, from which IP, etc.

[N _.r/r‘\ct:-.-dac \-._ Opciones  Impotar ~ Ocultar  Eliminar
w f & I o 5 T o T
prueba.docx { [@‘ {,' a4 11 = X
\‘. J J/ L J . J L J
Protegido por Notas del documento:
lauranunez

12/08/2014 a las 15:10:14

21:24:48 S
IP: [80.26.158.170]
25102
7-55:00 s=Roc =
IP: [80.26.156.170]
211172015 |mprim
1:23:44
IP: [81.45.171 25]
11022015 8 |

IP: [181.84.85.112]

2.8 Can | unprotect a protected document?

Yes, as long as you are the one who protected that document.

If you are the owner of the document and you want to "clear" a protected document you have the option "extract
unprotected document": select the document and with the right mouse button you will see this option (you must
have Prot-On installed on your computer).

0 —3— H n- =

Abrir con Adobe Acrobat Reader DC

| Abrir
Docum Imprimir zcontrasefias
Abrir con
@ Prot-On b Abrir

Compartir con > Extraer sin proteccion

Restaurar versiones anteriores . .
Gestionar permisos

Enviar a > Ver actividad
Cortar i

. Cormnpartir
Copiar
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2.9 What is the difference between using Prot-On installed on
the PC and using it online only?

With Prot-On Drag'n Drop you can use Prot-On online without installing anything on your computer. Just by
opening this window in a browser and logging in you will be able to protect and view PDF documents, images,
word, excel, ppt, as well as texts.

This option is very useful if you want to send a document to someone and do not want to install anything on their
computer, just view a protected document.

But if you need a more complete use of the application you will have to install the Prot-On client on your device:

¢ You will be able to protect and view other formats such as audio, video, old versions of MS-Office, PSD, etc.
¢ You will be able to protect and view documents with more weight.

* Protect folders locally and in your cloud service.

* Ability to edit or copy documents (if you have permission to do so).

¢ Make offline use...

2.10 What do 1 do if a device where | use Prot-On is lost or
stolen?

If a mobile phone, tablet or PC where you have Prot-On installed is lost or stolen and you don't want anyone to
be able to use your account, access your user profile from any other device.

https://proton.prot-on.com/profile.do

Click on the devices option and disassociate the one you want. This will require the user to re-enter the username
and password to be able to access their protected documents from it.

Usuario Prot-On - Lo B
@ Dispositivos asociados
Nombre Ultimo accese  Desconectar
WIN-QSSVQKGUGEA 16/09/2013
Cuenta >
® |  Mac-mini-de-Mac local 18/07/2013
Contrasefia >
Sony Ericsson ST18i 1110712013
Acceso >
PC-INFORMATICA 24106/2013
Dispositivos >
Invitar a Prot-On >
Darse de Baja >

211 How are my files protected if | unsubscribe from the
service?

If you decide to unsubscribe from the service, you choose how you want all copies of your protected files to
remain: that no one can open them or that anyone can open them.

If a file you have protected has Management permissions for another user, the permissions of this file will remain
unchanged and will not be affected by your deletion.
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Estas solicitando la ba
en que estado quedaran una vez

0 Prot-On. A con
rocesada tu baja

el servicio

Baja del servicio

acion puedes comprobar [os documentos que has compartido hasta ahora y elegir

No Existen documentos administrados Gnicamente por i

.

No Existen documentos administrados por mas usuarios

como quie

Los documentos en Jos que no eres el Unico administrador se mantendran en el sistema, sin embarg
res que queden los documentos que solo administras (i dentro del msmo. ENg

Opcion 1

Si deseas que [os documentos en [0s que figuras como (nico
administrador sean INACCESIBLES para todos los usuarios del
sistema Prot-On una vez tramitada tu baja pulsa el siguiente botdn

Opcién 2

Si deseas que los documentos en los que figuras como Unico
administrador sean ACCESIBLES para todos los usuanos del sistema
Prot-On una vez tramitada tu baja pulsa el siguiente boton

[ Dar de bajay eliminar documentos ) [ Dar de daja y mantener documentos ]

2.12 What are default permissions?

When you protect a file, it is assigned initial permissions by default. Subsequently, you can change the
permissions of the file itself at any time in your permissions management tab.

The initial default permission settings can be changed in the Check your default permissions option. Note that, if
you change these settings, these changes will not affect files that are already protected.

213 How does the Prot-On plugin work in Google Drive?

Install the Prot-On plugin in Google Drive and you can protect documents online by right-clicking "open with
Prot-On". Once protected, click on the same button again to manage your permissions without leaving the
Google Drive website.

https://www.youtube.com/watch?v=pbUuy8dWhBk

You can also have your Google Drive folders protected from your own PC. You will be able to work from
multiple devices safely. Always keep your documents protected in the cloud.

214 | forgot my password, how can | get it back?

If you have forgotten your password and want to change it, follow these instructions:

1. Access the website https://proton.prot-on.com/login.do.

2. Click on "I forgot my password".

3. Insert the email address you used to register with Prot-On.

4. Check your email inbox and click on the link we have sent you to change your password.
Confidential
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215 Why can't | open a protected Office (Word, Excel,
PowerPoint)?

W =
INICIO INSERTAR DISENO DE PAGINA FORMULAS DATOS REVISAR VISTA COMPLEMENTOS Prot-On

oy ¥ ‘ QD [ - -| ERF I~ &= Inbettar ~
A d Calibri N TR =¥ - = G:nefal f_'q ‘ormato condicional D Indetar ‘
e By~ G2+ 06 000 | [F Dar formato comotabla~ = 2% Eliminar ~ | [
egar > | My EE=EEE EH. 1)
L » N K S A =E B 8 [F Estilos de celda ~ %3 Formato ~
Portapapeles Fuente e Alineacién s Ndmero & Estilos Celdas
Al X  f
A B C D E F G H 1 J

Click on the Prot-On icon in the notification bar, select preferences and then the plugins window. Click the
Install or Repair button next to Microsoft Office Plugin.

é' ® Preferencias 2|
(- - & < W <
General Cuenta Compartir Plugins Acerca de

Usar Prot-On para abrir los ficheros protegidos

Saber mds

Plugins

mm Microsoft Windows Explorer Plugin [ Reparar -

MM saber mas

g Microsoft Office Plugin (F'Repafar
Saber mds
Microsoft Outlook Plugin (Solo 2007 o superior’ &

Tt oin ) [Reparar

i1 Proteger archivo

E Microsoft Internet Explorer Plugin f;Reparar = Abir archivo

Saber mas o i Protegertexto
5| Descifrar texto del portapapeles

e, Mozilla Firefox Plugin Instalar B3 Carpetas protonizadas

Saber mds
Buzon de imagenes recibidas
3g!
A Reproductor VLC Instalar | . &  Gestionar permisos en la web
) Y Preferencias
E
| cancelar 7 Ayuda

[c}

216 Protected Excel files on the network take a long time to
open and slow down

If you are going to work with Excel documents on the network, you have to configure the trust center in your
Excel options. This way Excel will not slow down your work by doing these checks.

Go to File > Options > Trust Center > Trust Center Settings > Trusted Locations and check "Allow trusted
locations that are on the network".
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217 Login error

This error appears when logging in:

Unable to connect to the key server.

Why could this be?

Single use: this error occurs when access is blocked by a proxy, firewall or antivirus. Please check the
configuration of some of these elements in order to allow traffic between the client and the server.

2.18 Which devices and versions are Prot-On compatible with?

Prot-On is free and available for the following operating systems:

e Windows XP (Service pack 2), Vista, 7, 8, and 10
e Mac from OSX 10.7

e iOS5andup

¢ Android from 2.3

e Blackberry from 10.2

If you use another operating system, you can use Prot-On Online to view and protect PDF, images and MS-
Office documents. https://dnd.prot-on.com

2.19 s it possible to change my username?

Currently, it is not possible to change your username. If you want to change the username you would have to
unsubscribe the current user from your profile and create a new one with the same email address.

But if you do so, keep in mind that you will lose the permissions you had granted.

2.20 Reading documents without registration, is it possible?

If you want to share a protected document without the recipient having to register, since he/she will only use
Prot-On for a specific purpose, follow the steps below:

1. Protect the document and share it via Dropbox or Google Drive from this screen.

® Opciones de un archivo protegido 2

@ Tu archivo ha sido protegido correctamente
Primeros-Pasos.proton.pdf

£Qué quieres hacer ahora?

@ Gestionar los permisos del documento

AN
Compartir enlace / Enviar archivo

© %7 Dropbox & Google Drive
“s Owndoud e Box

Gracias, pero ahora no quiero hacer nada mas [
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2. Select "Upload the file and share the link" (you must link your Dropbox or Google Drive account only the

first time) and this other window will appear where, after uploading the complete document, you must
add the recipients' emails and an optional message.

@ C:/Users/Laura/Downloads/Documentos/Primeros-Pasos.proton.pdf [ 23 ]

G Compartir Enlace
Primeros-Pasos.proton.pdf

Archivo subido a Dropbox

Primeros-Pasos.proton.pdf 1.51 Mbs

GO  hip:/jprtn.ws/1UBL2YEenR

Copiar enlace

c Para: iusmnosgnai.com; usuario2@gmal.com

Los destinatarios de correo tendrdn permiscs para abrir y leer
este documento (3parte de los permisos por defecto
seleccionados en Prot-0n). Si cualquier destinatario no tuviera
una cuenta en Prot-On, se le creard una cuenta temporal.

Mensaje: | os envio e documento protegido

[ cerrar |

3. Users will receive a link to their email, which they will only have to click on, and the document will open

in a new browser window. This link is for one-time use only, but they can request a new one whenever
they need it.

u lauranunez (lauranunez) de la organizaciéon Prot-On te envia el siguiente archivo protegido
con Prot-On:

Primeros-Pasos.pdf

Haz clic en el nombre del archivo para abrirlo en tu navegador.
Haga click agui para descargarlo y abrirlo con tu aplicacién Prot-On.

Descarga Prot-On gratis desde agui.

Te envio el informe

Has recibido un documento protegido por lauranunez de
Prot-On

Para poder acceder a documentos protegidos y proteger ) b
: tus propios archn?os % Rl Me registraré mas tarde

Registrate ahora en Prot-On Quiero acceder al documento ahora

Confidential
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4. If the owner of the document does not want them to be able to access this document anymore, just go to
their permissions panel and remove the read permission.

$ OO S & ) ®
Tipo de permiso Lectura Impresion Edicion Copia Gestion

Marcar Todos

s
* €8 lauranunez

Circulo de Confianza )

<

Grupo del dominio Prot-On &l = B

Cualquier usuario Prot-On

usuario@gmail.com

DERE

g

Afiadido el 16/01/2017 a Ias 16.05.44 Por lauranunez
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https://help.prot-on.com/es/preguntas-frecuentes/como-doy-permisos-en-mis-archivos-protegidos/
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