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1 Prot-On 

1.1 What is Prot-On? 

Prot-On is a free application with which you can protect your documents, photos, videos, audios or e-mails and 

decide who accesses them, when and for what purpose. 

Protect your files and share them with whoever you want as you usually do (by email, Dropbox, Box, Google 

Drive, on a USB, etc), if you ever regret having shared them you can remotely remove permissions, wherever 

the files are. 

 

1.2 How does Prot-On work? 
Prot-On is very easy to use: 

• First, protect your document (from then on only your user will be able to read, print, edit, etc, that file). 

• Once protected you can go to your permissions manager and decide who, when and for what purpose 

can access this document. 

• That protected document can be sent by email, uploading it to the cloud, on a USB, as you normally do. 

With Prot-On you will ensure that someone who is not a Prot-On user, or a user you have not given permission 

to, will never be able to access that document. You can give and remove permissions whenever you want, 

wherever each copy of the document is. 

 

 

2 Start using Prot-On: protect a file 

2.1 How to protect documents from PC? 
There are two ways to protect a document: 

• If you have Prot-On installed on your computer: Download at https://proton.prot-on.com/download.do 

Right-click on the document and select Prot-On > "Protect file". 

 

https://proton.prot-on.com/download.do
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• If you use Prot-On Drag'n Drop, online via a browser (only for PDFs, images, .docx, .xlsx), .pptx): 
https://dnd.prot-on.com/ 

You just have to access the website and select or drag the document you want to protect into the window. 

 

 
From the moment the document is protected, only your user can read it, print it, edit it, etc... until you give 

permissions to other users. 

 

2.2 How can I open and view PDFs protected with Prot-On? 
If you have protected a PDF or have been sent a protected PDF and want to open it, you can do it in several 

ways (you will be able to read it as long as you have the owner's permission): 

If you have Prot-On installed on your PC: 

• Right-click on the document and select "Open with Prot-On". 

 

 
If you want to view the document in your browser: 

• Open this Drag'n Drop page and once logged in, drag or select the protected document in the 

window. 

 

https://dnd.prot-on.com/
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2.3 How do I give permissions to my protected files? 

Once you have protected documents, in your Prot-On permissions panel you will see a list with the names of 

all your protected documents (this is just a list to assign permissions, your protected documents are on your 

device). By clicking on each one you can give and remove permissions to the Prot-On user you want. 

In the "search user" box, add your contacts by username or email. If someone is not yet a Prot-On user, add their 
email address here and you can invite them to become a Prot-On user. 

 

 
 

 

2.4 How can I send protected documents? 
You can share the documents as you normally do (by email, Dropbox, Google Drive, OwnCloud, Box, USB...). 
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In addition, you can also share them through the cloud service directly with Prot-On's "share" option; it will 

automatically associate Prot-On and your account in Dropbox, Google Drive, Box, etc, and will provide you 

with a link that you can send to your recipients. This sent link will take the recipients to a new browser window 

where they will only have to register and will be able to read the protected document (if they have permissions 

to do so). 
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2.5 What are the differences between Free, SMB and Corporate 
service? 

At Prot-On we offer a Free Service for individual users who want to protect and control the files they share. 

They will be able to protect documents and give reading and printing permissions. They will also be able to 

access protected documents (if they have permissions). 

In addition, in the Corporate and Small Business Service, for companies concerned about possible information 

leaks, an administrator will have control of all the company's documentation. In a single click you can remove 

permissions to a user who leaves the company and you can have detailed reports of the use of your files, export 

reports, integrations through LDAP, etc. 
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2.6 How to protect an email? 
With Prot-On you can also protect texts, e.g. from an e-mail (watch video): 

• Go to Drag'n Drop and click on "Write your text". 

• Type the text you want to protect in the window and click the "Protect" button. 

O 

• Click on the Prot-On icon in the notification area of your computer. 

• Select "Protect text": a window will appear where you can type or paste the text you want to protect. 

Enter a name to help you manage its permissions from the panel. 

Your text can only be read by people who have your permission. 
 

 

If you use Outlook, you can protect your emails more easily with the Prot-On add-on for MS-Office Outlook (watch 

video). 

The email addresses to which you send protected emails will have read permission automatically added to both 

the text of the email and its attachments. And if the recipient is not yet a Prot-On user, he/she will receive an 

invitation to register. 

 

 

https://www.youtube.com/watch?v=KchgaW4-0QM
https://dnd.prot-on.com/load.do
https://www.youtube.com/watch?v=ZocqRzoQ_Vk
https://www.youtube.com/watch?v=ZocqRzoQ_Vk
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2.7 Can I know the activity of a protected file? 
In the Activity icon of a file you can access the record of operations (opening, printing, editing, etc.) that all 

users have performed on any protected copy of the file. None of these users will know that you are viewing this 

activity. 

This option is very good to know who viewed your documents, which user has read, printed or edited them, on 

what date, from which IP, etc. 

 

 

2.8 Can I unprotect a protected document? 
Yes, as long as you are the one who protected that document. 

If you are the owner of the document and you want to "clear" a protected document you have the option "extract 

unprotected document": select the document and with the right mouse button you will see this option (you must 

have Prot-On installed on your computer). 
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2.9 What is the difference between using Prot-On installed on 
the PC and using it online only? 

With Prot-On Drag'n Drop you can use Prot-On online without installing anything on your computer. Just by 

opening this window in a browser and logging in you will be able to protect and view PDF documents, images, 

word, excel, ppt, as well as texts. 

This option is very useful if you want to send a document to someone and do not want to install anything on their 

computer, just view a protected document. 

But if you need a more complete use of the application you will have to install the Prot-On client on your device: 

• You will be able to protect and view other formats such as audio, video, old versions of MS-Office, PSD, etc. 

• You will be able to protect and view documents with more weight. 

• Protect folders locally and in your cloud service. 

• Ability to edit or copy documents (if you have permission to do so). 

• Make offline use... 

 

2.10 What do I do if a device where I use Prot-On is lost or 
stolen? 

If a mobile phone, tablet or PC where you have Prot-On installed is lost or stolen and you don't want anyone to 

be able to use your account, access your user profile from any other device. 

https://proton.prot-on.com/profile.do 

Click on the devices option and disassociate the one you want. This will require the user to re-enter the username 

and password to be able to access their protected documents from it. 
 

 

2.11 How are my files protected if I unsubscribe from the 
service? 

If you decide to unsubscribe from the service, you choose how you want all copies of your protected files to 

remain: that no one can open them or that anyone can open them. 

If a file you have protected has Management permissions for another user, the permissions of this file will remain 

unchanged and will not be affected by your deletion. 

https://dnd.prot-on.com/
https://proton.prot-on.com/download.do
https://proton.prot-on.com/profile.do
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2.12 What are default permissions? 

When you protect a file, it is assigned initial permissions by default. Subsequently, you can change the 

permissions of the file itself at any time in your permissions management tab. 

The initial default permission settings can be changed in the Check your default permissions option. Note that, if 

you change these settings, these changes will not affect files that are already protected. 

 

2.13 How does the Prot-On plugin work in Google Drive? 
Install the Prot-On plugin in Google Drive and you can protect documents online by right-clicking "open with 

Prot-On". Once protected, click on the same button again to manage your permissions without leaving the 

Google Drive website. 

https://www.youtube.com/watch?v=pbUuy8dWhBk 

You can also have your Google Drive folders protected from your own PC. You will be able to work from 

multiple devices safely. Always keep your documents protected in the cloud. 

 

2.14 I forgot my password, how can I get it back? 
If you have forgotten your password and want to change it, follow these instructions: 

1. Access the website https://proton.prot-on.com/login.do. 

2. Click on "I forgot my password". 

3. Insert the email address you used to register with Prot-On. 

4. Check your email inbox and click on the link we have sent you to change your password. 

https://www.youtube.com/watch?v=pbUuy8dWhBk
https://proton.prot-on.com/login.do.
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2.15 Why can't I open a protected Office (Word, Excel, 
PowerPoint)? 

 

 

 
Click on the Prot-On icon in the notification bar, select preferences and then the plugins window. Click the 

Install or Repair button next to Microsoft Office Plugin. 

 

 

 
 

 

2.16 Protected Excel files on the network take a long time to 
open and slow down 

If you are going to work with Excel documents on the network, you have to configure the trust center in your 

Excel options. This way Excel will not slow down your work by doing these checks. 

Go to File > Options > Trust Center > Trust Center Settings > Trusted Locations and check "Allow trusted 
locations that are on the network". 
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2.17 Login error 
 

 
This error appears when logging in: 

 

 

 
Why could this be? 

Single use: this error occurs when access is blocked by a proxy, firewall or antivirus. Please check the 

configuration of some of these elements in order to allow traffic between the client and the server. 

 

2.18 Which devices and versions are Prot-On compatible with? 
Prot-On is free and available for the following operating systems: 

• Windows XP (Service pack 2), Vista, 7, 8, and 10 

• Mac from OSX 10.7 

• iOS 5 and up 

• Android from 2.3 

• Blackberry from 10.2 

If you use another operating system, you can use Prot-On Online to view and protect PDF, images and MS-

Office documents. https://dnd.prot-on.com 

2.19 Is it possible to change my username? 

Currently, it is not possible to change your username. If you want to change the username you would have to 

unsubscribe the current user from your profile and create a new one with the same email address. 

But if you do so, keep in mind that you will lose the permissions you had granted. 

 

2.20 Reading documents without registration, is it possible? 

If you want to share a protected document without the recipient having to register, since he/she will only use 

Prot-On for a specific purpose, follow the steps below: 

1. Protect the document and share it via Dropbox or Google Drive from this screen. 

 

Unable to connect to the key server. 

https://dnd.prot-on.com/
https://help.prot-on.com/es/preguntas-frecuentes/como-proteger-un-documento/
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2. Select "Upload the file and share the link" (you must link your Dropbox or Google Drive account only the 

first time) and this other window will appear where, after uploading the complete document, you must 

add the recipients' emails and an optional message. 

 

 

 

 
3. Users will receive a link to their email, which they will only have to click on, and the document will open 

in a new browser window. This link is for one-time use only, but they can request a new one whenever 

they need it. 
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4. If the owner of the document does not want them to be able to access this document anymore, just go to 

their permissions panel and remove the read permission. 

 

 

https://help.prot-on.com/es/preguntas-frecuentes/como-doy-permisos-en-mis-archivos-protegidos/
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